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1 day ago The threat actor behind two malicious browser extension campaigns
ShadyPanda and GhostPoster has been attributed to a third attack campaign
codenamed DarkSpectre that has impacted 2.2millionusers of Google Chrome
MicrosoftEdge and MozillaFirefox

The activity is assessed to be the work of a 17 hours ago DarkSpectre Browser
Extension Campaigns Exposed After Impacting 8.8MillionUsers Worldwide A Chinese
threat actor dubbed DarkSpectre has orchestrated three malicious browser

extension campaigns affecting more than 8.8millionChrome Edge andFirefoxusers
over seven years according to research from Koi Security

The campaigns include sophisticated corporate espionage tools targeting 17 hours
ago DarkSpectre infected over 8.8millionChrome Edge andFirefoxusers via long
running malicious browser extensions 1 day ago A sophisticated Chinese threat
actor dubbed DarkSpectre has compromised 8.8millionusers across Chrome Edge
andFirefoxthrough three distinctmalwarecampaigns 17 hours ago Together they form
a single coordinated operation targeting users of Google Chrome MicrosoftEdge
MozillaFirefox and Opera 2 days ago The Platforms Involved The platforms

affected are browsers

Chrome MicrosoftEdge Firefoxet Opera

The Target Audience The main target concerns individual users and global
organizations particularly targeting businesses through intelligence gathering

on corporate meetings Zoom Stealer targets 2 2millionusers 2 days ago A
newmalwarecampaign identified as Zoom Stealer has compromised more than
2.2millionusers of Chrome Firefox and MicrosoftEdgethrough 18 malicious browser
extensions

These extensions are designed to collect sensitive information from online
meetings including URLSs session IDs topics descriptions and embedded passwords
posing a significant risk to corporate security. Zoom.
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